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A B S T R A C T

High-impact, low-probability events such as hurricanes can severely affect transmission networks, causing 
cascading outages of transmission lines and leading to power system instability. When transmission lines are 
disconnected, power flow transfer phenomena may occur, resulting in the redistribution of power to healthy lines 
and potentially causing overloading. This condition often triggers load encroachment into Zone 3 of distance 
relays on unaffected lines, leading to their unintended operation. Such maloperation can propagate cascading 
outages and accelerate system instability. This paper aims to enhance the resilience of transmission networks 
against cascading outages induced by hurricanes. The primary objective is to identify and monitor the perfor
mance of vulnerable Zone 3 distance relays to prevent their contribution to the spread of outages. By mitigating 
relay maloperations, the number of line outages due to incorrect tripping is reduced. A new hurricane model 
based on the Rankine vortex is proposed to improve the prediction of transmission line outages associated with 
hurricanes. The model estimates wind speeds over time, tracks the spatial and temporal evolution of hurricanes, 
and enables more accurate modeling of hurricane-induced cascading outages. Additionally, two novel indices are 
introduced: one for evaluating the vulnerability of Zone 3 distance relays and another for distinguishing between 
three-phase symmetrical faults and load encroachment conditions. The proposed methodology is implemented 
on the 39-bus New England test system. Simulation results confirm the method’s effectiveness and efficiency.

1. Introduction

The frequency and severity of extreme weather events have 
increased significantly in recent years due to climate change [1]. HILP 
events may lead to massive power outages [2]. Since some consequences 
of power outages cause heavy damage to society, improving the power 
system’s resilience against natural and man-made disasters is of great 
importance [3]. Hurricane as a natural event, can affect the sustain
ability of transmission lines over several hours. Based on the fragility 
curve of transmission lines, the vulnerabilities of towers and equipment 
depend on wind speed. Therefore, a more accurate estimation of the 
wind speed imposed by hurricanes on network components can yield a 
more precise assessment [4]. On the other hand, line outages caused by 
hurricanes can lead to overloading of the remaining healthy lines in the 
network, causing LE into Zone 3 of the network’s distance relays [5]. 
Undesired operation of vulnerable Zone 3 distance relays can spread 
cascading outages and accelerate network instability. Therefore, 

improving the resilience of the transmission network against cascading 
outages caused by storms—by preventing the maloperation of critical 
Zone 3 distance relays—is an important research area that has received 
less attention.

The impacts of hurricanes on the infrastructure of power trans
mission networks are investigated in [6–8]. Different hurricane models 
are used to simulate the event and determine wind speeds at various 
points within the transmission network. In some cases, the power system 
is divided into sections, and using recorded historical data, the wind 
speed for a particular section is assumed to be constant [9]. Other 
models use mathematical equations to estimate hurricane conditions. 
Mathematical-based models are also divided into two types: some 
consider the changing dynamics of hurricanes, while others do not. 
Models like Batt capture the changing trend of hurricanes [10]. In this 
model, in addition to wind speed data, air pressure data is also required, 
which leads to extensive calculations. In contrast, models such as the 
MRVM do not consider the changing process of a hurricane, making 
them easier to use. Hence, an easy-to-use hurricane model that can 

* Corresponding author.
E-mail address: stohidi@tabrizu.ac.ir (S. Tohidi). 

Contents lists available at ScienceDirect

Sustainable Energy, Grids and Networks

journal homepage: www.elsevier.com/locate/segan

https://doi.org/10.1016/j.segan.2025.101993
Received 17 May 2025; Received in revised form 29 August 2025; Accepted 27 September 2025  

Sustainable Energy, Grids and Networks 44 (2025) 101993 

Available online 29 September 2025 
2352-4677/© 2025 Elsevier Ltd. All rights are reserved, including those for text and data mining, AI training, and similar technologies. 

https://orcid.org/0000-0002-7005-5061
https://orcid.org/0000-0002-7005-5061
https://orcid.org/0000-0002-0220-6075
https://orcid.org/0000-0002-0220-6075
mailto:stohidi@tabrizu.ac.ir
www.sciencedirect.com/science/journal/23524677
https://www.elsevier.com/locate/segan
https://doi.org/10.1016/j.segan.2025.101993
https://doi.org/10.1016/j.segan.2025.101993


simulate the hurricane’s changing process and estimate wind speeds on 
components at various times is still required. A combination of the Batt 
and MRVM models might present a simple yet effective model by 
considering the hurricane’s changing dynamics.

The vulnerability assessment of transmission networks should be 
conducted as a crucial stage of resilience evaluation to identify critical 
components. A HILP disaster triggers faults that can decrease the sta
bility of a power system. For instance, during a hurricane, several 
transmission lines may be disconnected simultaneously, leading to 
changes in the network’s power flow patterns. This causes power flow to 
transfer from the damaged lines to the healthy ones, imposing overload 
on them. Consequently, hurricanes not only cause line disconnections 
but also alter the power flow patterns within the network. PMUs can be 
used as an effective approach to monitor network conditions under such 
stressed scenarios [11]. These units provide real-time data on the lines, 
which can be used to implement appropriate corrective and recovery 
measures to enhance network resilience [12]. During a hurricane, 
components of a transmission network may fail sequentially, depending 
on wind intensity and the hurricane’s path. Numerous studies have 
investigated the effects of hurricanes on various sectors of the power 
system. In some, it is assumed that transformers, cables, and power 
plants remain undamaged by extreme weather events [13,14]. For 
example, [13] uses HAZUS software to identify and classify wind speeds 
in areas affected by hurricane into three categories: high impact, me
dium impact, and low impact. Based on this classification, the vulner
ability of different parts of the power system—including transmission 

lines, substations, and wind farms—is assessed to provide planning 
schemes aimed at increasing resilience. In [15], the vulnerability of a 
transmission network under a hurricane is evaluated by simulating an 
MRVM-based hurricane event on a 118-bus network. This study models 
the fault chain of lines caused by wind and overload without considering 
the sequence of line outages. Reference [16] uses Monte Carlo simula
tion to generate hurricane winds for transmission network planning, 
taking into account the effects of battery energy storage and wind farms. 
In [17], an attacker-defender optimization model is developed for 
vulnerability assessment and resilience-oriented planning of trans
mission networks. Here, attackers represent natural phenomena causing 
severe system damage, while defenders represent actions to minimize 
system vulnerabilities. Reference [18] proposes a model for 
resilience-oriented transmission expansion planning that considers 
optimal transmission switching during hurricane events. This study 
models component vulnerability uncertainty by creating a 
hurricane-related uncertainty set. In [19], the authors propose an 
aggregated vulnerability assessment framework for the transmission 
lines, combining operational and hurricane-induced outages. A 
weather-based failure rate index is developed using simulated hurricane 
scenarios. This is integrated with standard performance indices in a 
fuzzy inference system to produce an aggregated vulnerability index. 
The method effectively ranks the line vulnerability and supports the 
resilience planning. Moreover, in [20], a resilience-oriented trans
mission expansion planning approach that accounts for 
hurricane-induced impacts by identifying vulnerable transmission lines 

Nomenclature

Parameters & Variables
F(t1) Power System Performance before the Event
F(t2) Performance of the Damaged System
r Radial Distance from the Center of the Hurricane
Rmax Radius at which the Maximum Wind Speed Occurs
Vmax Maximum Wind Speed at Rmax
X Shape Parameter
Venter Wind Speed at the Entrance of the Land
Vexit Wind Speed at the Exit of the Land
N Number of Concentric Circles
Vstep,i Wind Speeds at Steps I
Vstep,i-1 Wind Speeds at Steps I − 1
PT(w) Failure Probabilities of an Individual Tower
PEq(w) Failure Probabilities of an Individual Equipment
wcritical Critical Wind Speed
wcollapse Wind Speed at which the Line Collapses
P[tower Failure] Failure Probabilities of the Line Towers
P[Equipment Failure] Failure Probabilities of the Line Equipment
PTN Failure Probabilities of the Nth Tower
PEqN Failure Probabilities of the Nth Equipment
FP Failure Probability
FT Failure Time
PL(w) Line Failure Probability at Wind Speed w
Ti I-Th Step of Failure Time Calculation
Pj J-Th Step of Failure Probability Calculation
Indi Ith Concentric Circle
k Mean of Indi1 and Indi2
Ck Position of the Center of the K-Th Circle
Center Landfall Point of the Hurricane
Vmoving Hurricane’s Forward Movement Speed
CFC Cascading Failure Chain
Lfn Removed Line Due to Hurricane
fn Total Number of Removed Lines
LVPI Line Vulnerability Probability Index

Zseen Impedance Seen by the Distance Relay
Zset, zone 3, ij Setting Impedance for Zone 3 of the Distance Relay
Zij Impedance of the Protected Line
RM Relay Margin
RMe Relay Margin under Event Conditions
RMo Relay Margin in Normal Network Operation Mode
f a Failure Scenario of Transmission Lines Caused by A 

Hurricane
Yi Ith Distance Relay
NG Number of Groups
m Number of Group’s Members
S Total Number of Hurricane Scenarios
VPR Vulnerability Probability of the Relay
OPgi Occurrence Probability of the Ith Group
FPRi Failure Probability of the Relays In the Corresponding 

Group
Zf Fault Impedance
ΔU Positive-Sequence Fault Component Voltage Phasors
ΔI Positive-Sequence Fault Component Current Phasors
ΔS Phasor Quantities of Superimposed Component Complex 

Power
P-mo Maloperation Probability of the Relay

Abbreviations
HILP High-Impact, Low-Probability
MRVM Modified Rankine Vortex Model
PMU Phasor Measurement Unit
LE Load Encroachment
MI Monitoring Index
PSIA Positive-Sequence Impedance Angle
SSC Step of Speed Change
VL Vulnerability Level
VI Vulnerability Index
SCCP Superimposed Component Complex Power
DPAISCP Differential Phase Angle of Integrated Superimposed 

Complex Power
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and implementing targeted system hardening strategies is presented. 
The proposed optimization model incorporates failure proba
bilities—derived from line exposure and hardening costs—into the 
planning process. Validated using a real-world power grid and historical 
hurricane data, the framework demonstrates its effectiveness in 
reducing expected outage costs and enhancing the system resilience 
through strategic line reinforcements.

While existing studies have examined the impact of hurricanes on 
transmission networks, the sequence of line outages caused by such 
event has not been sufficiently evaluated.

The aim of Zone 3 protection in the distance relay is to provide a 
remote backup protection method for all transmission lines connected to 
the remote end. To achieve this, the reach of the backup protection zone 
is set to cover the longest line connected to the remote bus. This may 
cause the impedance seen by the relay to fall within its operating zone 
under stressed system conditions, such as overload. As a result, unde
sired operation of Zone 3 in the distance relay may occur, potentially 
leading to cascading outages in the power system [21]. Cascading out
ages of transmission lines are a significant concern in power systems 
[22]. The primary cause of rare and costly blackouts in transmission 
networks is cascading failure. Under stressed conditions, maloperation 
of Zone 3 distance relays can trigger cascading outages due to LE, which 
has been reported as a significant factor contributing to disruptive 
blackouts [23]. Various methods have been proposed to improve the 
performance of vulnerable Zone 3 distance relays [24]. Some are based 
on concentric characteristics, such as the method proposed in [25], 
which measures the time it takes for the impedance trajectory to cross 
concentric boundaries. If this time exceeds a certain threshold, the 
condition is classified as non-fault. However, this method cannot detect 
symmetrical faults when the relay is blocked under non-fault conditions 
such as power swings. Among the proposed solutions for distinguishing 
LE, using fault superimposed components has been reported as an 
effective method to differentiate symmetrical three-phase faults from 
[26]. The contribution of vulnerable Zone 3 distance relays to the spread 
of hurricane-induced cascading outages has not yet been investigated.

Recently, fault superimposed component-based protection methods 
have been presented as powerful techniques for modern distribution and 
transmission networks [27–33]. In [27], a novel index called the dif
ferential phase angle of the superimposed complex power is proposed as 
a resilient approach for protecting active AC microgrids. This method 
can quickly and accurately detect various types of faults in different 
locations, whether in grid-connected or islanded microgrid modes. In 
[28], by equipping digital critical distance relays with Global Posi
tioning System, a novel approach for vulnerability assessment of Zone 3 
distance relays is presented. A new MI is proposed for real-time and 

regional monitoring of backup protections. However, no reliable 
method has yet been provided for detecting and ranking vulnerable 
distance relays. In [29], a new technique to extract fault features based 
on the superimposed components of Lissajous patterns is introduced to 
estimate fault type and location on transmission lines. In [30], a 
superimposed component-based protection scheme for multi-terminal 
transmission lines is proposed, using phaselet transform to estimate 
phasors in less than one full cycle. This scheme demonstrates reliable 
performance during transients such as current transformer saturation 
and capacitor bank switching. In [31], a differential protection scheme 
utilizing fundamental frequency superimposed current phasors is pro
posed for AC microgrid feeders, where phasors are derived using dq 
components instead of traditional Fourier algorithms. In [32], super
imposed positive-sequence real power is used to distinguish internal 
faults from external ones in microgrids; however, its effectiveness in 
detecting symmetrical faults during overloads has not been evaluated. 
Besides, a local protection scheme for the distance relay Zone 3 that 
utilizes three novel indices—an out-of-step detection index, a PSIA 
index, and a superimposed PSIA index—is proposed in [34] to distin
guish between short-circuit faults and stressed system conditions. 
Theoretical formulations underpin the determination of index thresh
olds, which are then validated through comprehensive static and dy
namic analyses. Simulation results confirm the approach’s effectiveness 
under diverse stressed scenarios, including inverter-based resources, 
while maintaining cost-efficiency by eliminating the requirement for 
synchrophasor measurements or communication infrastructure. From 
the review of the above-mentioned articles, it can be concluded that 
fault superimposed components are an effective approach for moni
toring the operation of critical relays involved in the propagation of line 
outages caused by hurricanes.

The main aim of this study is to evaluate the vulnerability of the 
transmission network to hurricanes and to present a reliable approach 
for improving transmission line resilience against hurricane-induced 
cascading outages by preventing the maloperation of critical Zone 3 
distance relays. A review of the literature reveals that the resilience of 
transmission networks—specifically by preventing vulnerable relays 
from increasing the number of line outages caused by hurricanes—has 
not been sufficiently investigated. In this study, as a first step, a new 
hurricane model is proposed for accurate modeling of transmission line 
disconnections caused by hurricanes. Next, a novel approach is intro
duced to identify Zone 3 distance relays that are vulnerable and have a 
high likelihood of participation in hurricane-induced outages. Finally, a 
MI based on superimposed components is proposed to monitor the 
performance of vulnerable relay(s). In summary, the main contributions 
of this paper are as follows: 

• Proposing an accurate hurricane model based on the Rankine vortex 
model.

• Identifying vulnerable lines and their outage sequences due to 
hurricanes.

• Determining vulnerable relays affected by hurricane-induced line 
outages.

• Providing a new MI for monitoring the critical distance relays to 
distinguish LE event from symmetrical faults.

The rest of the paper is organized as follows. Section 2 provides an 
overview of power system resilience. Section 3 presents the proposed 
hurricane model. Section 4 discusses the resilience assessment of the 
transmission network and introduces a new algorithm for assessing line 
vulnerability under hurricane events. Section 5 focuses on the vulnera
bility assessment of Zone 3 distance relays during hurricanes, proposing 
a new VI for identifying critical Zone 3 relays, along with two algorithms 
to determine relay VLs in typical scenarios. Section 6 introduces a 
detection scheme, featuring a novel index to distinguish symmetrical 
faults from LE. The proposed methods are validated in Section 7 through 
performance evaluation on the IEEE 39-bus New England test system. In 

Fig. 1. resilience curve of power system [1].
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Section 8, challenges and related issues are discussed. Finally, conclu
sions are drawn in Section 9.

2. Power system resilience

The aim of resilience studies is to investigate the impact of HILP 
disasters on the system to identify vulnerable sectors and propose pre
ventive, corrective, and restorative measures to improve system resil
ience at three stages: before, during, and after an event [35]. Severe 
HILP events can cause significant damage to power system equipment 
and infrastructure. These destructive occurrences can be categorized 
into two groups: (i) man-made events and (ii) natural disasters [36]. A 
review of the frequency of extreme weather events shows an increase in 
the number of hurricanes in recent years [37]. Since power systems 
cover wide geographical areas, many of their components are either 
directly exposed to natural disasters or indirectly affected by external 
conditions. Consequently, power system resilience has received 
increasing attention due to the rising frequency of extreme events.

As illustrated in Fig. 1, actions to improve power system resilience 
can be divided into three levels based on the duration of the extreme 
event: (i) proactive actions, (ii) active actions, and (iii) reactive actions. 
According to this framework, the resilience of a power system depends 
on its ability to withstand disasters and recover rapidly. Increasing the 
system’s coping capability enhances its recovery process. Therefore, if 
the power system can withstand HILP events by taking appropriate 
corrective actions, its resilience will be improved. Resilience is the 
ability of a power grid to withstand severe disturbances and mitigate the 
damaging impacts of such catastrophes [38]. Based on this definition, 
this study proposes corrective actions to increase system resilience 
during the active period, aiming to reduce the damaging effects of 
hurricanes on the transmission network. Severe hurricanes can lead to 
outages of transmission lines. According to [39], the maloperation of 
Zone 3 in vulnerable distance relays significantly contributes to power 
system disturbances. The North American Electric Reliability Council 
reports that about 75 % of major disturbances are related to protection 
system failures [40]. One cause of Zone 3 distance relay maloperation is, 

Fig. 2. Proposed modified Rankine vortex model in the New England map.

S.A. Modaberi et al.                                                                                                                                                                                                                            Sustainable Energy, Grids and Networks 44 (2025) 101993 

4 



which occurs when power flow transfers from disconnected faulty lines 
to remaining healthy lines. This event can trigger cascading outages. The 
magnitude of power flow from disconnected lines may be large enough 
to cause the apparent impedance seen by vulnerable distance relays to 
enter their Zone 3.

Without proper monitoring of these relays’ performance, incorrect 
operations may occur, leading to the unintended disconnection of 
healthy lines and a reduction in power system resilience. Various metrics 
have been proposed to evaluate power system resilience [41]. One such 
metric is based on the level of system performance, F(t), during the 
withstand phase, denoted as a function of time t. In this study, F(t) 
represents the amount of load supplied by the system at any given 
moment. The performance loss can be quantified by identifying its 
maximum deviation from the normal level, as expressed in (1). The 
system’s resilience to the extreme event can be quantified as the recip
rocal of its performance loss [42]. 

Loss =
F(t1) − F(t2)

F(t2)
(1) 

where F(t1) represents the power system performance before the event, 
and F(t2) represents the performance of the damaged system. This cri
terion is used in this study to assess the resilience of the power system.

3. Hurricane model

A hurricane is a rotating low-pressure weather system characterized 
by thunderstorms and sustained wind speeds exceeding 33 m/s [13]. 
Hurricanes typically form over oceans and move toward land. They are 
classified into five categories based on wind speed, with minimum wind 
speeds starting at 33 m/s and maximum speeds exceeding 70 m/s [13]. 
Generally, a hurricane moves forward at speeds ranging from about 
2–12 m/s [43]. In this study, the average forward speed of a hurricane is 
assumed to be 7 m/s.

The MRVM is a simple and widely used method for estimating wind 
field data and has been applied in numerous studies [15,17,44]. In this 
model, concentric circles represent the wind flow in an idealized sta
tionary tropical cyclone. The wind speed is zero at the center, increases 
rapidly until it reaches its maximum value at a certain radius, and then 
decreases back to zero as the radius continues to increase. The distri
bution of wind speed in the modified vortex model is described by (2): 

V =

⎧
⎪⎪⎪⎨

⎪⎪⎪⎩

Vmax

(
r

Rmw

)X

r < Rmw

Vmax

(
Rmw

r

)X

r ≥ Rmw

(2) 

where r represents the radial distance from the center of the hurricane, 
Rmax is the radius at which the maximum wind speed occurs, and Vmax is 
the maximum wind speed at that radius. The variable X is the shape 
parameter that adjusts the wind speed distribution and typically ranges 
between 0.4 and 0.6. In this model, the wind speed is high near landfall 
but concentrated within a small radius. Conversely, as the storm moves 
over land, the wind speed decreases while the radius of maximum winds 
increases [17].

As illustrated in Fig. 2, this study employs an exact hurricane model 
to predict wind speeds affecting power system components during 
hurricane events. Using this model, the wind speed at different times and 
locations can be determined. The input data for the model include the 
wind speeds at landfall and upon exiting land, the hurricane’s forward 
speed, the distance between concentric circles, the hurricane’s 
maximum radius, and its path. According to Fig. 2, the proposed model 
consists of several concentric circles arranged in series, with the number 
of circles depending on the distance between their centers. The hurri
cane’s path is divided into multiple sections corresponding to the 
number of concentric circles.

The SSCs is calculated by dividing the difference between the wind 
speeds at the land entrance and exit by the number of concentric circles, 
as shown in (3). Consequently, the maximum wind speed in each section 
is equal to the wind speed of the previous section minus the speed 
change step, calculated by (4). The wind speed calculated for each 
section is then used as the maximum wind speed in (2). 

SSC =
Venter − Vexit

N
(3) 

Vstep,i = Vstep,i− 1 − SSC (4) 

where Venter, Vexit and N represent the wind speed at the entrance and 
exit of the land and the number of concentric circles used in the spatial 
discretization of the hurricane model, respectively. Also, Vstep,i and Vstep,i- 

1 indicate the wind speeds at steps i and i-1, respectively, where i = 1, 2, 
…, N. Increasing the number of overlapping concentric circles improves 
accuracy but also increases simulation time.

Each concentric circle represents the temporal and spatial position of 
the hurricane. Since the hurricane’s speed and path are known, its 
location and wind speed at different times can be estimated. Fig. 2 il
lustrates the proposed hurricane model applied to the New England 
region. In this figure, the distance between concentric circles is 
approximately 20 km. Based on this model, transmission line outages 
caused by hurricanes can be accurately determined, enabling trans
mission network operators to make proactive decisions. Additionally, 
the FTs of transmission lines can be estimated based on the hurricane’s 
forward speed. In summary, the main advantages of the proposed model 
are as follows: 

1. Identification of cascading outages of transmission lines due to 
hurricanes.

2. Determination of wind speeds that cause cascading outages of 
transmission lines.

3. Estimation of FTs for transmission lines.

It is worth noting that the proposed hurricane model incorporates 
two key speed parameters: the hurricane’s movement speed, set to an 
average of 7 m/s (within the typical range of 2–12 m/s), and the vari
able wind speed induced by the hurricane at different locations, ranging 
from 33 to 70 m/s. For more accurate resilience assessment of the 
transmission network under hurricane conditions, wind speeds induced 
by the hurricane are considered starting from 10 m/s. Higher movement 
speeds are generally associated with increased infrastructure damage. 
The proposed model estimates the hurricane’s location and predicts the 
FTs of power system components. For accurate modeling, inputs such as 
movement speed, landfall and departure speeds, and the storm path are 
required, which are typically obtained from weather stations. Given the 
inherent uncertainty in hurricane forecasting, collaboration with 
meteorological agencies is essential for developing reliable planning 
scenarios [19].

4. Power transmission network resilience assessment

In this section, the resilience of the power transmission network is 
evaluated. The procedure is based on fragility curves, which represent 
the failure probabilities of components as a function of wind speed [9]. 
Initial conditions are applied to the proposed hurricane model to esti
mate the wind speeds on transmission components during the hurri
cane’s movement path. At each simulation step, the distance between 
each component and the hurricane center is calculated, with the center 
of each concentric circle considered as the hurricane center. The wind 
speed affecting the transmission components is then determined using 
(2). Using these calculated wind speeds and the corresponding fragility 
curves, the FP of each component is extracted. The fragility curves used 
in this paper, derived from the analysis performed with ABAQUS 
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software, are taken from [45]. Fig. 3 illustrates the fragility curves for 
towers and equipment. Since this study focuses on the resilience of the 
transmission network, the maximum wind speed experienced by each 
component is considered.

Therefore, the FP is calculated based on these maximum wind speeds 
using the fragility curves. The failure probabilities of transmission line 
components are calculated by using [9], mentioned in (5) and (6): 

PT(w) =

⎧
⎨

⎩

0ifw < wcritical
PT hw(w)ifwcritical ≤ w < wcollapse
1ifw > wcollapse

(5) 

PEq(w) =

⎧
⎨

⎩

0ifw < wcritical
PEq hw(w)ifwcritical ≤ w < wcollapse
1ifw > wcollapse

(6) 

Fig. 3. Fragility curves of (a) tower and, (b) equipment.

Fig. 4. Resilience assessment of power transmission network against hurricane.
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where PT(w) and PEq(w) represent the failure probabilities of an indi
vidual tower and individual equipment (such as shackles), respectively, 
at a given wind speed w. Additionally, wcritical denotes the critical wind 
speed and, wcollapse indicates the wind speed at which the line collapses.

In [45], the values of wcritical and wcollapse are considered to range 
between 45 and 150 m/s for towers, while for other network equipment, 
these values are set at 30 and 60 m/s, respectively. Since a transmission 
line consists of a series of towers and equipment, their failure proba
bilities are calculated using (7) and (8). 

P[TowersFailure] = PT

= 1 − [(1 − PT1(w)) × (1 − PT2(w)) × … × (1 − PTN(w))]

(7) 

P
[
EquipmentFailure

]
= PEq

= 1 −
[(

1 − PEq1(w)
)
×
(
1 − PEq2(w)

)
× …

×
(
1 − PEqM(w)

)]
(8) 

where P[tower Failure] and P[Equipment Failure] are the failure proba
bilities of the line towers and equipment, respectively. In (7) and (8), PTN 
and PEqN represent the failure probabilities of the Nth tower and 
equipment of a transmission line, respectively. Finally, the overall line 
FP is determined by (9). 

PL(w) = PT +PEq − PT × PEq (9) 

where PL(w) represents the line FP at wind speed w. To calculate the FP 
of the lines, the failure probabilities of individual components are first 
evaluated using (5) and (6), and then the overall FP of the line is 
determined using (7) to (9). Here, a component refers to either a tower 
or a piece of equipment on a transmission line. The resilience evaluation 
of the power transmission network against a hurricane is carried out 
using the algorithm shown in Fig. 4. In this approach, each component is 
assumed to be located at a specific point on an x-y grid. As the hurricane 
moves along this grid, the distance between the components and the 
hurricane center changes. According to (2) and (6), the wind speed at 
any component varies with changes in the hurricane’s center location 
and speed. Thus, in each hurricane scenario, the wind speed affecting 
each component must be calculated. Since this paper aims to evaluate 
the resilience of the transmission network, the maximum wind speed 
experienced by any component across various scenarios is selected. 
Finally, components belonging to the same line are grouped together to 
calculate the PF of that transmission line. The above procedure is 
detailed in steps 1–7 of the proposed algorithm shown in Fig. 4.

In the following, the PF and FT of the components are evaluated 
based on steps P1–P3 and T1–T5, respectively. In this algorithm, Ti and 
Pj represent the i-th step of FT calculation and the j-th step of PF 
calculation, respectively. According to this algorithm, both the PF and 
FT of each transmission line are determined. These values are then used 
to identify the cascading outages of transmission lines caused by hur
ricanes, as explained below. 

1. Calculation of PF: As mentioned earlier, the PF of lines is extracted 
using (5)-(9). Then, based on the resilience-oriented planning and 
operation policies, a failure threshold is established for the lines. 
Each line whose PF exceed from this threshold is considered as the 
disconnected line. In Fig. 4, the index of ‘threshold’ and ‘N’ indicate 
the desired threshold value for considering the line outage proba
bility and the number of concentric circles algorithms iterations, 
respectively. The failed line is determined according to (10):

FP = PL(w)ifPL(w) > threshold (10) 

where FP is the PF of the line that exceeds the threshold. Therefore, it is 
considered a candidate for removal due to the hurricane. 

2. Calculation of the FT: The location of the hurricane determines 
when a transmission line will fail. The proposed method utilizes the 
wind speeds obtained at stage 7. In each group, the concentric circles 
with wind speeds greater than zero represent the zone through which 
the hurricane is passing. Therefore, the first and last such circles in a 
group correspond to the entry and exit points of the hurricane along 
the transmission line. For example, consider a line with 1000 com
ponents. If the recorded wind speeds greater than zero start at the 
200th component and the last such speed is recorded at the 576th 
component, then the first and last recorded indices, denoted as Ind1 
and Ind2, are 200 and 576, respectively. The mean of these indices, i. 
e., 388, indicates the concentric circle number pointing to the loca
tion where the hurricane definitely entered the transmission line. 
This mean value is represented by ‘k’ in (11). By calculating the 
distance between the center of the k-th circle (denoted as Ck in (12)) 
and the landfall point of the hurricane (denoted as Center in (12)), and 
considering the hurricane’s forward movement speed (Vmoving), the 
FT of the transmission line can be estimated. The FT is formulated by 
using (12):

k =
Ind2 − Ind1

2
(11) 

FT =
Ck − Center

Vmoving
(12) 

Accordingly, the proposed algorithm evaluates each transmission 
line’s PF and FT based on (10)–(12). Lines that meet the PF condition in 
(10) are considered candidates for removal from the transmission 
network. By sorting these candidate lines in ascending order of their FTs, 
the cascading failure sequence of the lines can be determined. The 
cascading PF of the lines is then obtained as expressed in (13). 

CFC =
{
Lf1, Lf2,…, Lfn

}
(13) 

where CFC, Lfn, and fn represent the cascading failure chain, the 
removed line, and the total number of removed lines sorted by their FTs 
from the smallest to the largest, respectively. In other words, the fault 
chain could be expressed as: CFC= {L2, L5, L28, L3}. This means that 
during the hurricane, the sequence of the line outages follows the order 
in CFC, with the FT of L2 being the earliest and L3 being the latest.

The procedure can be repeated for multiple hurricane scenarios by 
varying the initial conditions of the hurricane. These variations generate 
different possible scenarios. By utilizing meteorological data for an 
impending hurricane, the transmission network operator can input this 
information into the proposed algorithms to make better-informed de
cisions. After identifying the disconnected lines in each scenario, their 
contributions are determined. Specifically, the outage probability of a 
line is defined as the ratio of the number of scenarios in which that line 
fails to the total number of scenarios simulated. Consequently, the 
contribution probability of transmission lines across various scenar
ios—referred to as line vulnerability—is calculated according to the 
(14). 

LVPI =
No.ofalineoutagesinvariousscenarios

No.ofallthescenarios
(14) 

where LVPI indicates the line vulnerability probability index.

5. Relay vulnerability assessment

In the previous sections, a novel approach for assessing the resilience 
of transmission lines against hurricanes was presented. Based on (13), 
the sequence of line outages caused by a hurricane can be determined. 
This section focuses on evaluating the vulnerability of Zone 3 distance 
relays to LE resulting from line outages during hurricane events.

Vulnerability assessment is an effective method for identifying crit
ical components and preventing widespread cascading outages [2]. As 
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illustrated in Fig. 1, a resilient system exhibits a lower VL compared to a 
traditional system. One important factor that can trigger cascading 
outages is the maloperation of Zone 3 vulnerable distance relays during 
static LE [23]. The goal of assessing the vulnerability of Zone 3 distance 
relays is to identify the critical relays that significantly contribute to the 
propagation of severe cascading outages under various operating con
ditions [23]. Therefore, the performance of Zone 3 distance relays must 
be evaluated, and their VLs determined. Fig. 5 depicts a typical trans
mission line equipped with distance relays at both ends.

The operation margin of a mho distance relay, referred to as the RM, 
is defined as the difference between the impedance seen by the relay and 
the Zone-3 setting impedance, as expressed in (15). The Zone 3 setting 

impedance is assumed to be 2.4 times the impedance of the protected 
line [46]. If the seen impedance is lower than the Zone 3 setting (i.e., if 
the value of RM becomes negative), it indicates that the seen impedance 
has entered the Zone 3 region, leading to tripping of the line. Therefore, 
according to (15), performance of the Zone 3 distance relay can be 
evaluated by comparing the measured impedance with the relay’s cor
responding line impedance setting. 

RM = Zseen - Zset,zone 3, ij = Zseen – (2.4×Zij)                                     (15)

where RM, Zseen, Zset, zone 3, ij, and Zij are the relay margin, the impedance 
seen by the distance relay, the setting impedance for Zone 3 of the dis
tance relay and the impedance of the protected line, respectively.

In this paper, a new index based on RM is proposed to evaluate the 

Fig. 5. A transmission line equipped with relays on both ends.

Fig. 6. Scenario-based relay vulnerability assessment.
Fig. 7. Relay vulnerability assessment in general.
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performance of Zone 3 of the distance relay, as represented in (16). 

VI =
RMe − RMo

RMo
(16) 

where VI, RMe, and RMo represent the vulnerability index, RM under 
event conditions, and RM in normal network operation mode, respec
tively. Eq. (16) captures the changes in RM compared to steady-state 
conditions. In other words, RM is calculated for both operation condi
tions: pre-event and post-event. If the seen impedance is close to Zone 3 
of the distance relay, the relay may enter Zone 3, indicating high 
vulnerability of the distance relay. Therefore, the smaller the index 
value, the more vulnerable the relay is. Before applying any fault to the 
transmission network, the RM for the steady state (RMo) is calculated. 
Then, the RM after an event (RMe) is calculated.

Thus, VI can be determined according to (16). In the following, the 
vulnerability assessment process of distance relays to identify critical 
relays is conducted based on the proposed VI, considering two view
points: (i) vulnerability assessment based on the number of removed 
lines for a typical scenario, and (ii) vulnerability assessment for all 
outage scenarios (general case), as illustrated in Figs. 6 and 7, respec
tively. In both cases, the vulnerability probability of the relays will be 
calculated. The proposed algorithms are described as follows. 

i. Scenario-based vulnerability assessment: Scenarios depend on 
the initial conditions of a hurricane. The algorithm shown in Fig. 6
calculates the vulnerability of relays for a specified hurricane sce
nario. In this figure, the outage scenario and f refer to a failure sce
nario of transmission lines caused by a hurricane event and the 
number of failed lines, respectively. The failed lines are disconnected 
one after another according to their outage sequence, as shown in 
Fig. 4. According to Fig. 6, after a line outage, the VIs for a trans
mission network with Y relays are calculated. The relays are then 
ranked based on their VI values, from smallest to largest. In this 
ranking method, each relay is assigned a value from 1 to Y, where the 
relay with the lowest VI receives a rank of 1, and the relay with the 
highest VI receives a rank of Y. This ranking process is repeated for 
all line outages, and the VL of each relay is recorded in each iteration. 
Ultimately, the overall VL for each relay is calculated by summing 
the recorded ranks of that relay across all line outages, as represented 
in (17). The relay with the highest overall VL is considered the most 
vulnerable.

VL =
∑f

i=1
Yi (17) 

i. Vulnerability assessment in general: By iterating the algorithm of 
Fig. 6 for various hurricane conditions and generating different 
scenarios, scenarios whit the same number of failed lines are grouped 
together. In Fig. 7, NG indicates the number of groups. If each group 
consists of m members and the total number of hurricane scenarios is 
denoted by S, the probability of occurrence for the gth group can be 
calculated as m divided by S, i.e., m/S. The sorted relays in each 
scenario are then re-ranked based on the follows: The relay ranked 
first is assigned a vulnerability probability of Y/Y, the second-ranked 
relay receives (Y-1)/Y, and the relay with the lowest ranking is 
assigned a probability of 1/Y. Next, the rank-based probability of 
each relay is multiplied by the group probability to determine the PF 
of that relay within the group. Finally, to obtain the overall vulner
ability probabilities of the relays, the “law of total probability” is 
applied, as represented in (18). This equation calculates the overall 
vulnerability probability for each relay. Ultimately, the relay with 
the highest calculated probability is considered the most vulnerable.

VPR =
∑NG

i=1
OPgi × FPRi (18) 

where VPR, OPgi, and FPRi indicate the vulnerability probability of the 
relay, the occurrence probability of the ith group, and the PF of the relays 
in the corresponding group.

6. The proposed protection scheme for monitoring the Zone 3 of 
vulnerable relays

A new MI is proposed to prevent the maloperation of Zone 3 of 
identified vulnerable distance relays under LE conditions. The proposed 
index utilizes the SCCP to distinguish between the symmetrical faults 
located inside the Zone 3 and LE. Since increased line loading and static 
can initially cause the impedance trajectory to enter Zone 3 of the dis
tance relay— resulting in unnecessary relay operation—, the primary 
focus of this study is on Zone 3. Hence, Zones 1 and 2 are excluded from 
the scope of this investigation. Accordingly, the main objective of pro
posed protection scheme is to monitor the performance of Zone 3 in the 
identified vulnerable distance relays, with the aim of distinguishing 
between the symmetrical three-phase faults within the zone and con
ditions arising from LE. Fig. 8(a) and 9(a) depict the single-line diagram 
of the equivalent circuit of the protected line by Zone 3 of distance relay 
located at bus M during in-zone and out-zone symmetrical faults. The 

Fig. 8. Transmission network exposed to an in-zone symmetrical fault, (a) single-line diagram and (b) superimposed equivalent circuit.

Fig. 9. Transmission network exposed to an out-zone symmetrical fault, (a) single-line diagram and (b) superimposed equivalent circuit.
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fault component superimposed equivalent circuits are illustrated in 
Fig. 8(b) and 9(b). Let ΔUm and ΔUn be the positive-sequence fault 
component voltage phasors obtained at buses M and N, respectively, 
while ΔIm and ΔIn are the positive-sequence fault component current 
phasors obtained at the same buses.

The suggested MI, named as ‘DPAISCPʼ, is defined as (19): 

MImn = arg(ΔSm) − arg(ΔSn) = ∠ΔSm − ∠ΔSn (19) 

Where, ΔSm and ΔSn represent the phasor quantities of SCCP extracted at 
buses M and N, respectively, which are defined by (20) and (21). 

ΔSm = ΔVmΔI∗m (20) 

ΔSn = ΔVnΔI∗n (21) 

Under different events, the difference between the SCCP arguments 
obtained from the two ends of the protected line can help in reliable 
distinguishing the in-zone symmetrical faults from LE condition. 
Therefore, the performance of the MI is evaluated under in-zone sym
metrical fault conditions, out-zone symmetrical faults and LE conditions. 

1. Symmetrical faults located inside Zone 3: In Fig. 8(a) the single- 
line diagram of a power transmission network exposed to an in- 
zone symmetrical fault at point “k” on the protected line between 
buses M and N is depicted. The line length between buses M and N, 
shown in Fig. 8, is set based on the coverage of Zone 3 of the distance 
relay on bus M. As stated in (15), the Zone 3 reach in this study is 
assumed to be 2.4 times the length of the protected line. Therefore, 
symmetrical faults occurring on the MN line are considered as the 
faults located inside Zone 3.

In Fig. 8, Zm and Zn are the Thevenin impedances seen from both 
sides of the protected line behind the bus M and N. Fig. 8(b) depicts the 
fault superimposed network during in-zone symmetrical faults. By 
applying the KVL law and rewriting (20) and (21), the index of MImn is 
calculated according to (24). 

ΔSm = ΔVmΔI∗m = ( − Zm.ΔIm).ΔI∗m = − Zm.|ΔIm|
2 (22) 

ΔSn = ΔVnΔI∗n = ( − Zn.ΔIn).ΔI∗n = − Zn.|ΔIn|
2 (23) 

MImn = (∠ − Zm) − (∠ − Zn) = − ∠Zm +∠Zn (24) 

In a transmission network, the equivalent source impedance is usu
ally inductive and it is almost equal to XS. Then the approximate phase 
angle of equivalent source impedance is close to 90º. Therefore, the 
amount of MImn during in-zone faults can be obtained as (25): 

Inin − zonefaults : MImn = − ∠jXm +∠jXn ≈ 0∘ (25) 

Hence, it can be concluded that during an in-zone fault, the MImn is 
almost equal to 0◦, independent of the fault location and fault resistance. 

2. Symmetrical faults located outside Zone 3/ LE condition: Under 
out-zone faults or LE conditions, the response of the MI index can be 
analyzed using the equivalent superimposed network shown in 
Fig. 9. According to this Figure, the fault/LE location is forward of 
relay M and backward of relay N. The Zone 3 reach of the distance 
relay located on bus M is assumed to be equal to the total length of 
the line between buses M and N. Thereupon, faults outside the MN 
line are considered as the faults outside Zone 3 (out-zone fault).

In this situation, since the magnitude of the fault current is much 
larger than that of the line’s capacitive charging current, the latter’s 
effect on the fault current is ignored. In high-voltage transmission lines, 
the inductive reactance significantly outweighs the ohmic resistance, 
resulting in a high X/R (typically in the range of 10–20 for a 400 kV 
system). Consequently, the resistive component of the line impedance 
can be neglected, and the impedance angle approaches 90 degrees. By 
applying the KVL law at buses M and N in Fig. 9(b), the values of SCCP 
are obtained as (26) and (27). 

ΔSm = ΔVmΔI∗m = ( − Zm.ΔIm).ΔI∗m = − Zm.|ΔIm|
2
= − (Rm + j.Xm)|ΔIm|

2

≈ − jXm|ΔIm|
2

(26) 

ΔSn = ΔVnΔI∗n =
(

Zm + ZLine

)
ΔIn.ΔI∗n =

(
Zm + ZLine

)
|ΔIn|

2
=

[(Rm + RLine) + j(Xm + XLine)].|ΔIn|
2
≈ j

(
Xm + XLine

)
.|ΔIn|

2

(27) 

In this state, the phase angle of SCCP in (26) and (27) will approach 
to 90 degrees and the MImn for out-zone faults is obtained as (28): 

MImn = − ∠j.Xm − ∠j.(Xm +XLine) ≈ ±180∘ (28) 

From the above analysis, it can be concluded that the MI index ap
proaches 0◦ for in-zone symmetrical faults and approaches ±180◦ for 
out-zone faults. Similar to out-zone faults, the LE phenomenon also in
creases the amount of current flowing through the protected line in one 
direction. Hence, the LE phenomenon can be considered as an external 
factor that increases the line loading and can be analyzed and modeled 
similarly to an out-zone symmetrical fault which is shown in Fig. 9 [26]. 
The key difference is that the current injected from the equivalent 
superimposed source, modeled at bus N, equals to the increased load 
current. Therefore, the proposed protection scheme for monitoring the 
performance of Zone 3 vulnerable distance relays can be implemented 
according to the following steps: 

1) Detecting vulnerable relays under hurricane conditions: Based on the 
hurricane model and the corresponding assessments, the most 
vulnerable transmission lines under hurricane conditions are iden
tified. Given that the disconnection of a single line can trigger the 
unintended tripping of additional lines due to the maloperation of 
Zone 3 distance relays, the relays are ranked according to their 
vulnerability. This ranking is determined by analyzing the sequence 
of line outages and evaluating the resulting power redistribution 
across the network for each tripping scenario. Using (16), the VI of 
the relays is calculated. Subsequently, the relays are ranked based on 
(17). Finally, the vulnerability probability of each relay is deter
mined by using (18), incorporating the occurrence probabilities of 
the groups discussed in the general vulnerability evaluation. This 
equation quantifies the likelihood of each relay being vulnerable 
within different identified groups.

Fig. 10. Control scheme for the correct operation of Zone 3 of the vulnerable 
distance relay.
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2) Monitoring the performance of Zone 3 of the identified vulnerable 
relays: Zone 3 of vulnerable distance relays should be monitored to 
prevent unnecessary operation of distance relays under LE conditions 
caused by line outages during hurricane. This monitoring will in
crease the resilience of transmission network during storms. The 
final criterion for distinguishing the in-zone faults from LE condition 
is considered as stated by (29) and (30):

if : |MImn| ≥ (180◦

± θ
◦

) ⇒out − zoneFault/LE is diagnosed (29) 

if : |MImn| ≤ (0◦

± θ
◦

) ⇒in − zoneFault is diagnosed (30) 

To account for the effects of harmonic distortion, current transformer 
saturation, measurement errors, and noise on the magnitude of the MI 
index during in-zone faults or LE conditions, a threshold angle (θ◦ ) is 
introduced. To enhance the security margin of proposed protection 
scheme and improve its resilience against the measurement inaccura
cies, the threshold angle θ◦ is set to 60º. This value is determined based 
on extensive simulations, ensuring effective discrimination between in- 

zone faults and out-of-zone faults or LE under various conditions. The 
selected threshold enhances the robustness of the index against varia
tions in fault resistance, fault inception time, and other transient phe
nomena. Therefore, if the proposed MI index detects an LE condition, the 
operation of Zone 3 of distance relay should be blocked. Under other 
fault conditions, the relay can operate according to its settings. In 
summary, the mechanism for controlling the correct operation of Zone 3 
of vulnerable distance relays is illustrated in Fig. 10. By monitoring the 
performance of Zone 3 of such vulnerable relays during hurricanes, the 
security and dependability of the transmission network protection 
scheme are improved, thereby enhancing the resilience of the trans
mission network.

It is noteworthy that the proposed monitoring scheme in this study is 
exclusively applied to the identified vulnerable relays, and there is no 
need to implement a wide-area monitoring system for all relays in the 
network. However, in order to compute the proposed MI for Zone 3 of 
vulnerable relays, voltage and current phasors from both ends of the 
protected line should be known. Hence, the fault component phasor 

Fig. 11. Configuration of the New England 39 bus test system.
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samples of current and voltage at the remote buses must be acquired 
using synchrophasor measurement equipment and transmitted to the 
local bus via a dedicated high-speed communication channel, such as 
fiber optics. Accordingly, utilizing both the local measurements and 
received remote data, the MI is computed using (19) to supervise the 
performance of Zone 3 of vulnerable distance relay protecting that line.

7. Simulation results

7.1. Hurricane model simulation on the test network

To validate the effectiveness of the proposed algorithms and indices, 
the resilience of the standard 39-bus New England test system under 
hurricane scenarios is investigated [47]. The geographic layout of the 
New England transmission network, featuring 39 buses, is illustrated in 
Fig. 11. The specifications of the test system are shown in Fig. 12, where 
Li, i, Z, Rj, and j denote the length of the line, line number, impedance of 
the line, relay, and relay number, respectively. According to [48], the 
average recorded radius of hurricanes ranges from 6 to 10 km. The 
hurricane path shown in Fig. 11 is selected based on data from the last 
50 years [48]. Based on the hurricane’s path, some transmission lines 
may fail. The disconnected lines and the approximate time of their 
outages can be estimated using the algorithm presented in Fig. 4 during 

the hurricane. This method allows identification of cascading outages of 
transmission lines caused by the hurricane. The number of disconnected 
lines depends on the initial conditions of the hurricane. Through sensi
tivity analysis, it is possible to determine which lines will be discon
nected at a specific hurricane intensity and time by applying various 
initial conditions to the algorithm mentioned in Fig. 4.

To generate wind speeds, three key principles are considered: 

1. There is a minimum difference of 10 m/s between the wind speeds as 
the hurricane makes landfall and as it moves away from the land.

2. Incremental changes in wind speeds for creating various scenarios 
are set at 1 m/s.

3. A hurricane’s wind speed is higher when approaching the land 
compared to when it is moving away.

In this paper, the lines with a PF greater than 0.9 are considered as 
the candidate lines for outage. The wind speeds used to create the outage 
scenarios are based on the hurricane categories presented in [13]. Also, 
the scenarios are arranged according to the descriptions presented in 
Section 4

The resilience of the test system is evaluated during hurricanes with a 
constant radius of 9 km and various wind speeds corresponding to 
different hurricane categories. The results are presented in Table 1. In 

Fig. 12. Specification of the test system.
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this table, the wind speed shows the speeds when the hurricane is 
leaving and entering the land, respectively. For example, "10–30" means 
that the hurricane enters the land with a wind speed of 30 m/s and 
leaves it with a wind speed of 10 m/s. Moreover, the number of 
disconnected lines and the occurrence probability in the first column 
represent the number of failed lines under the hurricane event and the 

group probability. At the mentioned wind speed, lines 34, 36, and 37 
have a PF greater than 0.9 and are considered out of service. It is 
noteworthy that, due to the numerous scenarios, Table 1 only includes 
cases where the number of disconnected lines varies with changing wind 
speed. In other words, this table indicates the lowest wind speed at 
which a certain number of lines are disconnected. The last row of each 

Table 1 
Cascading outages of transmission lines due to hurricane.

Fig. 13. Vulnerability of lines.
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Fig. 14. Ranking the vulnerability of Zone 3 of distance relays from the highest to the lowest in different scenarios.

Fig. 15. Vulnerability probability of the relays under hurricane.
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column displays the group occurrence probability. For instance, the 
outage probability of three lines due to hurricanes scenarios is 0.0038. 
According to (14), the vulnerability of the test system lines is shown in 
Fig. 13. The most vulnerable lines are 34, 36, and 37. It is worth noting 
that the vulnerable lines may change depending on variations in the 
radius and path of the hurricane.

7.2. Identifying vulnerable Zone 3 of a distance relay

7.2.1. Based on a single scenario
The sequences of the failed lines are determined by the algorithm 

mentioned in Fig. 4. Then, employing the algorithm presented in Fig. 6
identifies the vulnerable Zone 3 of the distance relays. The results are 
shown in Fig. 14. For instance, in scenarios with three failed lines, the 
lines are taken out of service according to the chain CFC= {L34, L36, L37}. 
After removing Line 34, a power flow analysis is conducted to obtain the 
network parameters. Subsequently, all RMs are calculated using (15). 
Then, the proposed VI is determined for all relays and sorted. The relay 
with the smallest VI is identified as the most vulnerable relay due to that 
outage chain.

This process is repeated for the second and third line outages, and the 
VLs for each relay during these outages are summed to produce a final 
value. Therefore, the relay with the smallest final value is determined to 
be the most vulnerable in this specific scenario. This process is applied to 
other scenarios, and the order of vulnerable relays is determined based 
on the number and sequence of disconnected lines. The results of the 

Fig. 16. Resilience curve by considering the maloperation of the distance relay.

Table 2 
The most vulnerable relays under IAN hurricane.

line number 14 15 13 10 11

relay No R9 R9 R21 R28 R17
line number 9 7 5 8 6
relay No R8 R8 R7 R28 R28
line number 3 27 28 23 34
relay No R68 R68 R28 R28 R2
line number 35 33 36 37 -
relay No R2 R28 R28 R28 -

Table 3 
Results of RM and VI after the outage of line 14 under IAN hurricane.

Relay No R9 R8 R21 R13 R46 R6 R4 R20

RM 1052.89 1140.70 710.0708106 736.5721982 4967.164584 456.581 471.772 725.07
VI − 0.26094 − 0.24147 − 0.216149584 − 0.188920908 − 0.146632741 − 0.14398 − 0.14326 − 0.13468
Relay No R19 R18 R17 R28 R16 R62 R39 R27
RM 750.576 373.247 947.2381051 954.9881051 383.5184617 2710.89 548.535 608.594
VI − 0.10689 − 0.10204 − 0.096476223 − 0.091840126 − 0.085391854 − 0.0804 − 0.05917 − 0.04544
Relay No R40 R14 R53 R43 R67 R66 R33 R25
RM 563.127 711.953 1034.644876 996.4425586 710.5275287 763.654 600.653 627.247
VI − 0.03912 − 0.03695 − 0.033056711 − 0.032588035 − 0.026423338 − 0.02618 − 0.02491 − 0.02416
Relay No R56 R44 R60 R54 R59 R55 R58 R15
RM 771.824 587.793 606.5149523 406.5716531 324.1134581 430.010 327.298 736.619
VI − 0.02409 − 0.02069 − 0.020442043 − 0.01525309 − 0.01503933 − 0.01452 − 0.01451 − 0.01256
Relay No R10 R37 R31 R48 R47 R68 R64 R63
RM 425.570 426.424 2039.529372 1444.486756 1446.361756 8738.16 756.494 2499.02
VI − 0.00894 − 0.0072 − 0.0069882 − 0.004222357 − 0.00344504 − 0.003 − 0.00216 − 0.00191
Relay No R65 R70 R57 R69 R51 R72 R71 R52
RM 2730.87 688.783 743.6898334 2732.942929 102.4572683 762.104 693.196 69.3434
VI − 0.00188 − 0.00164 − 0.00154687 − 0.001461485 − 0.00117841 − 0.0007 − 0.00069 0.00445
Relay No R35 R34 R26 R42 R50 R61 R45 R30
RM 463.193 467.999 634.5615731 314.4969037 302.3710533 803.584 1228.58 1577.55
VI 0.00740 0.00783 0.014325927 0.020207058 0.021803761 0.02344 0.03276 0.03852
Relay No R29 R5 R32 R41 R49 R38 R36 R3
RM 1662.02 833.273 2037.705842 1176.160878 8696.936304 2262.58 2435.61 1936.24
VI 0.04032 0.05052 0.052681516 0.067630017 0.246294325 0.33332 0.35503 0.39610
Relay No R73 R1 R2 R7 R12 R74 R11 R24
RM 1929.028 2056.33 2050.450043 17461.9363 8600.642675 7062.91 11492.3 inf
VI 0.459624 0.48217 0.48421814 0.494034948 1.96823694 3.28561 3.32150 inf
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vulnerability assessment for various scenarios are presented in Fig. 14, 
where the relays are ranked from highest to lowest vulnerability. The 
vertical axis indicates the VL of the relays, with 1 representing the most 
vulnerable relay and 74 representing the least vulnerable. The hori
zontal axis represents the number of transmission lines that are out of 
service due to hurricane occurrence. According to Table 1 and Fig. 14, 
identifying the VL of the distance relays depends on both the number of 
line outages and their outage sequence.

7.2.2. Based on all the scenarios
The vulnerability assessment of the relays, considering all outage 

scenarios, is also performed. To this end, the algorithm illustrated in 
Fig. 7 is utilized. This algorithm categorizes all line outage scenarios 
based on the number of disconnected lines. The probabilities for each 
category are calculated and provided in Table 1. Moreover, as 
mentioned in Section 5, for the relays ranked according to Fig. 14, a 
value should be assigned between 1 and (1/Y). This procedure de
termines the PF of the relays based on a group event. This process is 
repeated for all the scenarios listed in Fig. 14. To derive the PF of each 
relay, the vulnerability probability of the relay within each group must 
be multiplied by the group’s probability. Finally, the results of these 
multiplications for each relay are summed to obtain the overall 
vulnerability probability for that relay. Fig. 15 shows the vulnerability 
probability of the relays under different hurricane scenarios, using the 
initial conditions and data mentioned earlier. In Fig. 15, P-mo indicates 
the maloperation probability of the relay.

It is important to note that these results are based on the assumption 
of correct operation of Zone 3 of the distance relay. Hence, if maloper
ation occurs and contributes to a line trip, the cascading outage of 
transmission lines may spread and change.

7.3. Transmission system resilience assessment

Here, it is assumed that the most vulnerable distance relay, identified 
according to the algorithm shown in Fig. 6, will operate after each line 
outage caused by a hurricane and trigger the corresponding line trip. 
This event reduces the resilience of the power system and, after several 
line outages, may ultimately lead to a blackout.

To assess the resilience of the power system under maloperation of 
Zone 3 of a vulnerable distance relay, two situations are considered. 
First, it is assumed that the vulnerable relay trips solely due to the line 

outage caused by the hurricane. Second, the vulnerable relay is identi
fied by considering a line trip resulting from the maloperation of the 
Zone 3 distance relay, and its operation is subsequently restricted. The 
power system resilience curves based on (1) for the two operating modes 
of the distance relays—maloperation and correct operation of Zone 
3—are shown in Fig. 16. The first mode corresponds to maloperation, 
while the second mode represents correct operation, illustrated in the 
scenario with three-line outages due to a hurricane.

For the first scenario, the sequence of line outages due to the hurri
cane is defined as CFC= {L34,L36,L37}. Initially, line L34 trips, which 
results in relay R68 being identified as the vulnerable relay according to 
(16). Its maloperation leads to the disconnection of line L28, causing the 
loss of load at bus 27. Subsequently, lines L36 and L37 are disconnected. 
Their outages trigger the maloperation of relays R7 and R46, respec
tively. However, the operation of these relays solely does not directly 
result in load loss, unless their maloperation may initiate cascading 
outages involving additional lines and relays.

In the second scenario, the first failed line is again L34. As in the first 
scenario, R68 is identified as the most vulnerable relay. The malopera
tion of R68 causes line L28 to trip, resulting in the disconnection of the 
load connected to bus 27. Following the second hurricane-induced 
outage (L36), the procedure is repeated, and R52 is identified as the 
most vulnerable relay. Fortunately, when Line 29 trips due to the 
maloperation of R52, the system continues to supply all loads. Finally, 
the last hurricane-induced outage is line L37. In this case, R61 is iden
tified as the most vulnerable relay. Its operation leads to the tripping of 
line L4. Nevertheless, the outage of line L4 due to the maloperation of 
R61 does not result in any load loss.

It can be concluded that disconnection of certain lines can activate 
Zone 3 in some relays, potentially leading to line trips and load losses. As 
shown in Fig. 16, if the power system can withstand Zone 3 malopera
tions, it becomes more resilient and the amount of lost load can be 
reduced. Furthermore, power system resilience is further compromised 
when a relay maloperation causes multiple lines to trip. In this case, the 
vulnerability of the power grid increases, leading to instability 
throughout the entire system.

Therefore, a robust MI should be developed to supervise Zone 3 of 
vulnerable relays, enabling the distinction between LE and faults to 
reduce the expansion of cascading outages.

7.4. Evaluation of the proposed MI performance

In this section, the performance of the proposed MI is investigated to 
distinguish LE from faults in the 39-bus test system through simulations 
performed using PSCAD/EMTDC software. The system data are pro
vided in Fig. 12. Two distance relays are assumed to be installed at both 
ends of each line. Additionally, the reach of Zone 3 is set to be 2.4 times 
the impedance of the protected line to cover the entire length of the 
adjacent line. Hurricane IAN, which occurred in 2022 [49], is selected as 
the test event. The maximum and minimum recorded wind speeds 
during this event were approximately 70 m/s and 15 m/s, respectively. 
It is also assumed that the radius and path of the hurricane correspond to 
those illustrated in Fig. 11.

The hurricane is simulated on the test system, and the failed lines are 
identified. The number of failed lines is 19, and their outage sequence 
follows the scenario with 19 failed lines, as outlined in Table 1. The most 
vulnerable relays during this scenario are identified using the algorithm 
illustrated in Fig. 6, with the results presented in Table 2. Line 14 is the 
first to fail due to the hurricane. It is removed, and the RM and then VI 
are calculated for all relays. According to the results, relay R9 has the 
lowest VI value and is therefore selected as the most vulnerable relay 
due to the outage of line 14. This process is repeated for the remaining 
failed lines, identifying the most vulnerable relay at each stage. The 
results are provided in Table 3, which indicates that R28 has the highest 
likelihood of being a vulnerable relay compared to others. According to 
this table, the contribution probability of R28 in this scenario is 0.42 %. 

Fig. 17. Trajectory of impedance seen by relay R28 after disconnecting lines of 
14, 15, 13, and 10.
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Fig. 18. Results of the proposed MI (a) under LE, (b) out-zone symmetrical, (c) in-zone symmetrical, and (d) in-zone symmetrical fault conditions.
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%. It means that relay R28 is the most vulnerable relay. This is also 
shown in Fig. 15. Hence, its operation under fault conditions is selected 
to evaluate the performance of the MI.

7.4.1. Validation of the MI performance under symmetrical fault condition 
and LE event

To validate the performance of the proposed MI under different 
faults, both three-phase symmetrical faults and LE are applied to the test 
system. LE causes the impedance seen by the relay to decrease. If the 
seen impedance falls low enough to enter Zone 3 of the distance relay, 
the relay may make an incorrect decision and trip the line. However, if 
the relay can successfully distinguish LE from faults, its operation can be 
blocked during LE conditions. To analyze the performance of the pro
posed MI in identifying LE, the load on bus 12 is increased. As a result, 
when line 10 goes out of service, a significant load is transferred onto 
line 12. This increased load causes the impedance seen by relay R28 to 
enter Zone 3.

Fig. 17 shows the changes in the impedance seen by R28 during the 
outages of lines 14, 15, 13, and 10. According to this figure, the loading 
of line 12 gradually increases with the outages of the aforementioned 
lines. After line 12 trips, the impedance seen by relay R28 enters Zone 3. 
The response of the proposed MI during fault and LE conditions is shown 
in Fig. 18. Based on the analysis in Section 6 for out-zone faults and LE, 
the MI index should be approximately ±180º. According to Fig. 18(a), at 
t = 0.98 s, the load increases and the calculated argument for DPAISCP 
is about 180º. Additionally, a symmetrical three-phase fault is applied to 
external line 11.

In this case, the calculated MI is approximately − 180º, as shown in 
Fig. 18(b). Therefore, the MI value for out-zone faults and LE approaches 
±180º. Finally, a symmetrical three-phase fault is applied to line 12 to 
assess the dependability of the MI in detecting in-zone faults. As 
mentioned in Section 6, the MI for in-zone faults should be 0º, which is 
illustrated in Fig. 18(c). Additionally, to evaluate the MI’s reliability in 
distinguishing between in-zone symmetrical faults and LE, an LE con
dition is created at t = 1 s, and after 0.05 s, a three-phase symmetrical 
fault is applied during the LE condition. The response of the MI under 
this condition is shown in Fig. 18(d). The results indicate that when an 
LE occurs, the MI index approaches 180º, and when the symmetrical 
fault occurs at t = 1.05 s, the MI approaches 0º. Therefore, it can be 
concluded that the proposed MI index performs successfully in reliably 
distinguishing faults from LE conditions, improving the security and 
dependability of the transmission network protection scheme. Addi
tionally, during out-zone faults, the DPAISCP calculated for line 12 is 
close to 180º, whereas its value remains at 0º during in-zone faults. This 
demonstrates that the proposed MI index can also be applied as a reli
able method to distinguish between in-zone and out-zone faults. The 

results verify the correct performance of the proposed MI. Consequently, 
implementing the proposed MI allows for effective monitoring of relay 
performance, reducing relay maloperation and thereby mitigating the 
spread of cascading outages through appropriate control actions.

7.4.2. Assessing the Effect of High Resistance Fault
In this section, the effectiveness of the proposed MI-based protection 

scheme is evaluated with varying fault resistance. Fault resistance values 
of 50, 100, 150, 200, 300, 500, and 1000 ohms are considered. Two 
scenarios are analyzed: in the first case, a symmetrical in-zone fault is 
applied, whereas in the second case, a symmetrical in-zone fault is 
introduced during a LE condition. The simulation results for both sce
narios are presented in Table 4. Response of the proposed MI during 
symmetrical in-zone faults under varying fault resistances are shown in 
Fig. 19. As evident, for the case of a pure symmetrical in-zone fault, the 
value of DPAISCP is approximately equal to zero, confirming the pres
ence of an in-zone fault. When the symmetrical in-zone fault occurs an 
LE, the DPAISCP value slightly increases but remains below the opera
tional threshold defined in (30). This demonstrates the robustness and 
reliability of proposed protection scheme in accurately distinguishing 
the symmetrical in-zone faults from LE conditions, even in the presence 
of high fault resistances.

7.5. Comparison of the proposed approach with existing methods

In this section, the proposed method for improving the resilience of 
transmission network against cascading outages caused by hurricanes, is 
compared with existing methods aimed at reducing network vulnera
bility due to the unintended operation of protective relays. To this end, 
Table 5 presents a comparative analysis of the proposed approach and 
other methods based on several key criteria. As evident, the proposed 
method demonstrates superior performance in terms of comprehensive 
resilience assessment. Its main advantages include identification of re
lays vulnerable to LE triggered by cascading outages, detection of 
transmission lines susceptible to hurricane-induced failures, real-time 
monitoring of vulnerable relays to distinguish three-phase faults from 
LE, development of a detailed hurricane model, simulation of sequential 
line outages caused by hurricanes, and introduction of a resilience 
assessment index. Such features collectively highlight the strength and 
innovation of the proposed approach in enhancing transmission network 
resilience.

8. Discussion

The implementation of a MI for transmission networks relies on a 
robust telecommunications infrastructure, particularly through wide- 
area measurement systems that utilize high-speed communication 
[53]. While these systems enhance network resilience, they are also 
susceptible to disruptions caused by hurricanes. To mitigate this 
vulnerability, it is essential to introduce redundancies and alternative 
communication strategies.

Designing resilient, multi-layered communication architectures that 
integrate various technologies such as satellite links, cellular networks, 
and drone-based communication systems can help ensure continuity 
during adverse conditions. Solutions such as the development of 
redundant pathways, including dual landfall cable routes and satellite 
fallbacks to maintain connectivity, have been explored in [53] to 
enhance the resilience of this infrastructure.

Ultimately, a well-designed telecommunications framework can 
significantly improve power system monitoring and coordination during 
extreme weather events, making it a valuable area for future research.

9. Conclusion

In this paper, a new strategy is proposed to improve the resilience of 
transmission lines against hurricane-induced cascading outages by 

Table 4 
DPAISCP values for different fault resistances for in-zone symmetrical faults.

Fault Resistance 
(ohm)

DPAISCPa DPAISCPb DPAISCPc

Symmetrical in- 
zone fault

0 + 5.07º + 5.54º + 6.02º
50 + 5.73º + 5.84º + 5.78º

100 + 5.75º + 5.84º + 5.78º
150 + 5.75º + 5.85º + 5.78º
200 + 5.76º + 5.85º + 5.78º
300 + 5.76º + 5.85º + 5.80º
500 + 5.79º + 5.88º + 5.91º

1000 + 5.88º + 5.99º + 6.14º
Symmetrical in- 

zone LE
0 + 4.64º + 5.11º + 5.58º

50 + 8.33º + 8.44º + 8.38º
100 + 10.99º + 11.09º + 11.02º
150 + 13.34º + 13.45º + 13.36º
200 + 15.45º + 15.57º + 15.47º
300 + 19.15º + 19.29º + 19.19º
500 + 25.34º + 25.53º + 25.43º

1000 + 38.65º + 38.87º + 38.85º
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Fig. 19. Results of the proposed MI during symmetrical, (a): in-zone fault with 50 Ω fault resistance, (b): in-zone fault with 100 Ω fault resistance (c), in-zone fault 
with 50 Ω fault resistance during LE and, (d) in-zone fault with 100 Ω fault resistance during LE.
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preventing the undesired operation of vulnerable Zone 3 distance relays. 
To achieve this, the vulnerability of transmission lines is investigated 
using a novel hurricane model, considering the potential maloperation 
of Zone 3 distance relays. The proposed hurricane model offers two key 
advantages: it simplifies the complexity of existing models and enhances 
their accuracy. It is capable of estimating the wind speed at a specific 
location, determining the hurricane’s position at a given time, and 
predicting the time it will reach a target location. As a result, fragility 
assessments of power system infrastructure can be performed both 
accurately and efficiently. Based on this model, the fragility of trans
mission lines is evaluated, and the sequence of line failures is identified. 
A new index is introduced to assess the vulnerability of Zone 3 distance 
relays. Additionally, two algorithms are proposed to evaluate the 
vulnerability of these relays to hurricane-induced events. These algo
rithms are applicable to both scenario-based and general-case assess
ments. Furthermore, after identifying the vulnerable Zone 3 relays that 
contribute to cascading outages, a new index based on superimposed 
components is introduced. This index enables distance relays to distin
guish in-zone symmetrical faults from LE events, thereby improving 
protection system performance during extreme weather conditions. One 
potential limitation of the proposed protection scheme is the reliance of 
telecommunications system, as it requires remote bus information to 
calculate the MI. Additionally, the vulnerability of the telecommunica
tions infrastructure to hurricane-induced disruptions could compromise 
the reliability of the proposed approach. This issue may be addressed by 
incorporating redundancy measures or exploring alternative communi
cation strategies to improve system robustness under hurricane 
conditions.
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